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IamsTka 11 o0y4yaromuxcst
«AH®OPMAIIUOHHAS BE3ONACHOCTD JIETEM B UHTEPHETE»

C KaX/bIM T'0OJIOM MOJIOJIE)KU B MHTEPHETE CTAHOBUTKLCS OOJIbIIIE, a IIKOJIbHUKH
OJIHM W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeMm, HOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOYKHOCTEN, HHTEPHET HECET U MPOOJIEMBbL. JTa MaMsATKa
JIOJDKHA TOMOYh TeOe 0€3011acHO HaXOUThCS B CETH.

KoMmnbroTepHble BUPYChI

KoMIIbIOTEpHBIIE BUPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IPOTPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBJISIETCSI CHOCOOHOCTD K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYCHl MOTYT IOBPEIUTh WM IOJHOCTHEO YHHUUYTOXXUTH
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3allyllleHa 3apakeHHas MpOrpaMMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OIEpaIlMOHHYIO CUCTEMY CO BceMH (haiiamu B 1esioM. B OOJIBLIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeTobl 3alIUTHL OT BP€IOHOCHBIX IIPOrPAMM:

1. Ucnonb3yldi COBpPEMEHHBIE OIEPAIMOHHBIE CUCTEMBI, UMEIOIIUE CEPHE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX ITPOrPamMM;

2. TloctosHHOo ycTtaHaBnuBaili mautu (IUGPOBBIE  3alIaTKU, KOTOPHIC
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IETbI0 JOPAOOTKHM MPOTpaMMbl) U APYTHE
OOHOBJICHUS CBOEH OTNepaImoOHHON cucTeMbl. CKauynMBai UX TOJIBKO C O(UITUATBLHOTO
caiita pazpadborunka OC. Eciu cymiecTByeT pekuM aBTOMaTHYECKOTO OOHOBJICHUS,
BKJIFOYH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE TOJ TMpaBaMH TIOJB30BATENsA, a He
aIMUHUCTpATOpa. OJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
WHCTAJUIUPOBATHCS HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4. UVcnomb3yl  aHTUBHUPYCHBIC  IMPOTPAMMHBIE  TPOJYKTHI  W3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

5. Orpaanub pU3NYECKUN TOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Ucnonb3yil BHEUIHUE HOCUTENW MH(MOpMAIMKU, Takue Kak (Ielika, AUCK WIH
(aiin U3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpblBaili KOMIbIOTEpHbIC (halibl, TOJYYEHHBIE U3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpbIE MpUcTan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HET0, OTIPABJISUI JIU OH TeOE UX.



Ceru WI-FI

Wi-Fi - 3T0 He BUI Iepe/1auu TAHHBIX, HE TEXHOJIOTHS, a BCET0 JIMIITL OPeHI, MapKa.
Eme B 1991 rony Hunepnanackas kommnanus 3aperucrpuponaina openn "WECA",
yT10 0003Havano cioBocoueranue "Wireless Fidelity", koTopslit mepeBoaUTCS Kak
"OecrnpoBOHAS TOYHOCTH".

Jlo Hamiero BpeMeHH Jomia JApyras ad0peBHaTypa, KOTopas SIBISICTCS TaKOW ke
TexHoJioruen. Ito adbopeBuatypa "Wi-Fi". Takoe HazBaHue ObUIO TaHO C HAMEKOM
Ha CTaHJapT BBICIICH 3ByKOBO# TexHUKHU Hi-Fi, 94T0 B mepeBoie 03HauaeT "BhICOKas
TOYHOCTB".

Jla, OecruiaTHBIM HMHTEPHET-IOCTYI B Kade, OTEIAX W adporopTax SBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0J1a B MHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetn He sBiIsIIOTCS 0€3011aCHBIMHL.

CoBeThl 10 0€30MaCHOCTH PAbOTHI B 00LIENOCTYIHBIX ceTssx Wi-fi:

1. He nepenagaii cBoto auuHyto uHpopmMaiuio yepe3 oodmenocrynusie Wi-Fi certu.
PaGoTas B HuUX, KellaTeTbHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMEpA;

2. Ucnionp3yii 1 0OHOBIISI aHTUBUPYCHBIE MPOTpaMMBbI U Opanamayep. Tem caMmbim
ThI 00€30Macullb ce0sl OT 3aKaUYKK BUpPyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun @ynkuuio "OOwmuii 1octyn K (aitinam u
npuHTepam". JlanHas (yHKUMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATENM AKTUBUPYIOT €€ JIJIsl yI00CTBAa UCIIOJIb30BaHUs B padoTe WK yueoe;

4. He ucnionw3yit myonmunbii WI-FI 1t nepegaun TMYHBIX TaHHBIX, HATPUMED N5
BBIX0/Ia B COLIMAJIbHBIC CETH WJIM B JJIEKTPOHHYIO ITOYTY;

5. Acnons3y# Toapko 3amuieHHoe coenuHenue uepe3 HTTPS, ane HTTP, T.e. pu
Habope BeO-aapeca BBOAU uMeHHO "https://";

6. B wmoOunmbHOM Tenedone otkiaroun ¢yHknuto "Tloakmouenne k  Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CounuajbHble CeTH

CounasibHbI€ CETH aKTUBHO BXOJAT B HAIlly W3Hb, MHOTHE JIIOJU pabOTalOT U
JKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MuLIAAp]] YEIOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIeH IIaHeThbl. MHOTHUe IOJIb30BATESIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
ObITh HalJeHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€3011aCHOCTH B COIIMAJIBHBIX CCTAX:




1. Orpannub cnucok apy3ei. Y 1e0s B Apy3biX HE JIOJDKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIFOJEH;

2. 3amuiaii CBOIO YacTHYIO *HU3Hb. He yka3biBait mapoiu, TenedoHsbl, aapeca, 1aTy
TBOErO POXKACHUS U JAPYIYIO JIMYHYIO HH(POPMALHUIO. 3JIOYMBIILIJIEHHUKH MOTYT
UCITOJIB30BAaTh JIaXe MH(MOPMALUIO O TOM, KaK Tbl U TBOH POIAUTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIBL;

3. 3ammuiait cBoI penyTaluio - Iep>KU €€ B YUCTOTE U 3aj1aBaii cebe BOIpoC: XOTel
Obl ThI, YTOOBI ApPyrve MOJIb30BATEIM BUIEIH, YTO Thl 3arpyxkaems? [logymaii,
MPEXKJIC YEM UTO-TO OMyOJIMKOBATh, HAIIMCATh U 3arPy3UTh;

4. Eciiu Tl TOBOPHIIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE peaibHOE
UMS U JIPYTYIO JINYHYI0 UHGOPMAIMK: UMS, MECTO JKUTEIbCTBA, MECTO y4eObl U
npoyee;

5. U3z0beraii pasmemienusi ¢dororpaduit B MHTEepHETe, Tlie Thl H300paKEH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OTIPECITUTh TBOE MECTOTIOJIOKCHHE;

6. HpH perucrpanvuu B COHH&HBHOﬁ CCTHU HGO6XOI[I/IMO HUCIIOJIB30BaTh CJIOXKHBIC
IMapoJjik, COCTOAIINC U3 6YKB u I_II/I(l)p H C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. dns conuanbHOW CETH, MOYTHI U JAPYTUX CAaWTOB HEOOXOAMMO HMCIOJIb30BaTh
pasHble naposin. Toraa eciu Te€0s B3JIOMAOT, TO 3JI0YMBILUIEHHUKH TOJTy4aT JOCTYTI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHDbIE ICHbI' U

DNeKTpOHHBIE JEHBI'M - OTO OYEeHb YIOOHBIA CHOCOO TUIaTeXKel, OJIHAKO
CYILIECTBYIOT MOUIEHHHUKH, KOTOPbIE XOTAT MOJYYUTh ITH JACHBI'H. DIEKTPOHHBIE
JICHBbI'M MTOSIBUJINCH COBCEM HEJJTABHO M UMEHHO U3-3a 3TOTO BO MHOTHUX T'OCY1apCTBAX
JIO CHX IIOp HE MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (QYHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TNIe MX
pa3IeNsaoT Ha HeCKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHHWMHBIC. PazHuia B ToM,
YTO aHOHMMHBIC - 3TO T€, B KOTOPBIX pa3pelracTcss MPOBOAMUTHL Omeparuu 0e3
UJIeHTH(PUKAIINY TT0JIb30BaTENs, a B HCAHOHUMHBIX UACHTH(UKAIUS TI0JIb30BaTEIIs
SIBJISIETCS 00s3aTEIIHLHOM.

Taxxxe creayer pasnuyarb DJIEKTPOHHBIE  (QUaTHbIE JI€HbrM  (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(pUaTHbIE ACHBIM (HE PaBHbI
rOCyAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 10 0€30IMACHON PA00TE C DIIEKTPOHHBIMHU JIEHBIAMU:

1. TlpuBsbku K cueTy MOOWIBHBIN Teiae@oH. DTO camblii yAOOHBIA M OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBIN TeneoH MOMOXKET, eciu
3a0y/enib CBOM IJIATEKHBIA Tapojib WM 3aiellb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;



2. Ucnonw3yii ogaOpa3zoBkie mapoiw. [lociie nepexoaa Ha YCHIIEHHYIO aBTOPH3AIINI0
Tebe yxe He OyaeT yrpokaTh OMACHOCTh KPaKW WJIM TIepexBaTa IUIATE)KHOTO
apoJs;

3. BriGepu cnoxsblil napons. [IpectynHukam OyJaeT HE TPOCTO YraiaTh CIOKHBIH
naposib. HajexxHble maposu - 3To MapoJid, KOTOPbIE COJEPKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B C€0sI CTPOYHBIE U MPOMHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB,
TaKhe Kak 3HaK jojutapa, (yHTa, BOCKJIMIATENBHBIA 3HAaK W T.N. Hampumep,
$tRONg!;;

4. He BBOJIM CBOM JINUHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS MOYTa - 3TO TEXHOJIOTHUS W MPENOCTABIAEMBIE €10 YCIYTH IO
MEPEChUIKE U MOJYYCHUIO AJIEKTPOHHBIX COOOIEHUI, KOTOPBIE paclpeesatoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIUK  BBITJISUT
CJIEAYIOIIMM 00pa30oM: UMl MOJIb30BaTENA(@WUMs_JIoMeHa. Takke KpoMe nepeaadu
MPOCTOTO TEKCTa, UMEETCS BO3MOKHOCTh NIepeaBaTh (PaiJibl.

OCHOBHBIE COBETHI 110 0€30IMACHOU padOTE C IEKTPOHHOU MOYTOM:

1. Hago BeIOpaTh MpaBHIIBHBIN MMOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIIATHBIX IOYTOBBIX CEPBUCOB, OJHAKO JIydlle JOBEPSATh TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3piBall B JMYHOM MoyTe JUYHyl0 HHpopmanuio. Hampumep, myurie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Ucnonb3yit ABYXATAlHYI0 aBTOPH3AIUI0. JTO KOIJa IMOMHUMO MapoJisi HY»KHO
BBOJUTH KOJ, MPUChLIaeMblii 0 SMS;

4. BoiOepu ClI0XKHBIN Maposib. sl KakI0ro MOYTOBOTO SIIKUKA JTOJKEH ObITH CBOM
HAJICKHBIN, YCTOWYHBBIN K B3JIOMY I1APOJIb;

5. Ecnu ecTh BO3MOKHOCTB HAaIIMCaTh CAMOMY CBOM JINUHBIN BOIIPOC, UCIIOJIB3YH Ty
BO3MO>KHOCTB;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBblid 711 YaCTHON NMEPENUCKH C
aapecaTaMy, KOTOPBIM Thbl JOBEpsCIIb. JTO SJIEKTPOHHBIA aJ[pec HE HaJlo
WCITIOJI30BATh TIPH PErUCTpaliui Ha (popyMax u cailTax;

7. He oTkpbIBaii (hailyibl ¥ Ipyrye BIOKEHUS B MUChMaX, 1aXKe €CIM OHU MIPUIILTH OT
TBOUX Jpy3el. JIyulie yTOUHH y HUX, OTIIPABIISUIH JIU OHU TeOe ATH (Dailiibl;

8. Ilocie oxoHuUaHuUsl pabOTHI HA TOYTOBOM CEPBHCE MEPE] 3aKPHITHEM BKIIAAKHU C
caiiToM He 3a0yJp HaXXaTh Ha "BeiidTu".

Kn6epOy1iimHr Wiin BUPTyaibHOE U3/1€BATEIbCTBO



KubepOymummHr - TIpeciieloBaHue COOOIIEHUSMH, COJEPKAIIUMH OCKOPOJIEHUS,
arpeccuo, 3alyruBaHue; XyJIUTraHCTBO; COMMAbHOE OOMKOTHPOBAHHE C TIOMOIIIBIO
Pa3ITMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIIIMHTOM:

1. He 6pocaiicst B 60ii. JIyumuii crioco0: MocoBeTOBaThCSA Kak ce0s BECTH U, €CIIU
HET TOTO, K KOMY MOKHO OOpaTUTKCS, TO BHAYAJIE YCIIOKOUThCA. EClin ThI HAaYHEIb
OTBEUYaTh OCKOPOJECHUSMU Ha OCKOPOJICHUS, TO TOJIBKO €Ie OOJIbIIe Pa30iKeIlb
KOH(JIUKT;

2. Ynpasnsii cBoel kubeppernyTauuei;

3. AHOHUMHOCTD B ceTd MHUMas. CyIlecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BecTH XyJIUraHCKUI 00pa3 BUPTyaIbHOM *u3HU. UHTEpHET PuKkcupyer
BCE TBOU JICHCTBUS U COXpaHSET UX. Y JaIUTh UX OYJET KpaitHe 3aTpyIHUTEIHHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. Urnopupyit enuandHbld HeraTuB. OTHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHHS
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpalraeTcss Ha HadyaabHON CTaIuu;

7. ban arpeccopa. B mporpammax oOMEHa MTIHOBEHHBIMU COOOIICHUSMH, B
COIIMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
OMPEICIICHHBIX aJPECOB;

8. Ecnmu Tbl cBuperens kuOepOyiuHra. TBou JEHCTBUS: BBICTYNUTH HPOTHUB
npeciieoBaTeNs, MoKa3aTb €My, YTO €ro JACMCTBUS OLICHUBAIOTCS HETaTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOM HY)KHA TICUXOJOTMYECKas MOMOUIb, COOOLIUTH
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHHUS B CETH.

MooOuabHbIi TesedoH

CoBpemeHHbIe cMapTHOHBI U TUIAHIIETHI COAEpkKaT B ceOe BIIOJHE B3POCIbIN
byHKIIMOHAN, W TEmepb OHU MOTYT KOHKYPHUPOBAaTH CO CTAallMOHAPHBIMHU
KoMIibroTepamMu. OIHAKO, CPEACTB 3AIUTHI IJIs1 TTOJJOOHBIX YCTPONUCTB TIOKA OYEHB
Maso. TecTupoBaHMUE U MTOUCK YSA3BUMOCTEN B HUX IPOUCXOAUT HE TaK UHTEHCUBHO,
kak ju1s I1K, To ke camoe kacaeTcss 1 MOOUJIBHBIX TTPHIIOKCHHM.

CoBpeMeHHbIE MOOWIBHBIC Opay3ephl YK€ NPAKTHYCCKH JOTHAJIM HACTOJBHBIC
aHaJoTHU, OJHAKO paclIMpeHHe (PYHKIMOHAJIAa BJIEYeT 3a COOOM OOJNBIIYIO
CJIOKHOCTh M MCHBIIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce NPOU3BOIAUTENM BBITYCKAIOT OOHOBIICHHUS, 3aKpBIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJII 0€30MACHOCTH MOOMJILHOTO TenedoHa:




Huuero He siBasercs MMO-HaCTOAIICMY OecIIaTHBIM. EYI[L OCTOPOIKCH, BEAb KOT'da
Tebe npcajiararoT OecIuTaTHBIN KOHTCHT, B HCM MOI'YT OBITH CKPLITBI KaKHC-TO
IUIATHBIC YCIIYTH,

Jymaii, mpexe ueM otrpaBuTh SMS, ¢hoTo unu Buaeo. Thl TOUHO 3HACIIB, T/I€ OHU
OyayT B KOHEYHOM uTOre?

Heob6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETo cMapThoHa;
Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB;

He 3arpy>1<aﬁ IMPpUIOKCHUA OT HCU3BCCTHOTO HMCTOYHHKA, BCIAb OHHU MOI'YT
COACPIKATb BPCAOHOCHOC IIPOIrPaMMHOC O6€CH€‘1€HI/I€;

[Tocne Toro Kax Thl BBIMIEIIB C CaiiTa, IJI€ BBOJIWJI JIMYHYIO HH(OpMALUIO, 3aii11 B
HACTPOWKH Opay3epa u yaanu cookies;

[leproauueckn TpoOBepsiii, KaKhe IUIATHBIC YCIyTd aKTUBHPOBAHBI HA TBOEM
HOMEPE;

I[aBaﬁ CBOM HOMCD MOOMIILHOTO TGHC(l)OHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HACIIb U
KOMY OOBCPACIID,

Bluetooth nomken ObITh BBIKIIIOUEH, KOTAa Thl UM HE ToJib3yelibes. He 3a0biBait
MHOTJIa IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHBIC OHJIAWH-UTPHI - 3TO KPAaCOYHBIC, 3aXBATHIBAIOIINE pPa3BIICUCHUS,
OOBEUHSIONINE COTHU THICSY YEJIOBEK 10 BceMy MUpy. Urpoku uccienyroT 1aHHbIi
UM MU, OOIIAIOTCS JAPYT C IPYTOM, BBITIOTHSIOT 33JJaHUsI, CPAXKAIOTCS C MOHCTPaAMU
U TOJYYaloT OMBIT. 32 YJIOBOJIBCTBUE OHU IJIATAT: MOKYIAIOT AUCK, OMJIAYUBAIOT
a0OHEMEHT WJIU TIPUOOPETAIOT KAaKHE-TO OMIIHH.

Bce aTu cpenctBa MayT Ha MOAJIEPKAHUE M PA3BUTHE UIPHI, a TaKXKE HA cCaMy
0€30MMacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPHU3AIUH, BBIMTYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJ1s1 TPOTPaMM ), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT OmacaThCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIIMU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI 110 0€30IaCHOCTH TBOET'O HUI'POBOI'O aKKAYHTA.

1. Ecau npyroit urpok BejeT ceOs MIOX0 WM co3JaeT Tebe HEMpUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiicss aJIMHUHUCTpPATOpaM HWIrpbl HAa IUIOXO€ MOBEIECHUE ITOTO WIPOKa,
YKEJATEIbHO MPUJIOKUTh KAKKE-TO JI0Ka3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaiil muuHyto nHpopMaluio B mpodaiisie urpsr;



4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;
5. He ycranaBnuBaii HeopuImaabHbIC TATYU U MOJIBI;
6. Mcrionb3yil Cl0KHBIE U Pa3HbIE APOJIH;

7. Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJII0YaTh aHTUBHpYC. [IoKa ThI urpaems, TBON
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOM Kpakeil JIeHer M JOKYMEHTOB CETOJIHS YK€ HMKOTO HE YAMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJIOTUNA 3TI0yMBIIICHHUKN TEPEMECTHIIUCH B HHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCA "'MIOOUMBIM" 1€TTOM.

Tak nmosiBUiIach HOBasl yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJIaBHAs
1€JIb KOTOPOT'O COCTOUT B MOJYyYE€HUH KOH()UIEHIUATbHBIX JAHHBIX I10JIb30BaTENIEH
- JOrMHOB M mnapoiieid. Ha anrnmiickom s3pike phishing yntaercs kak ¢umuHr (0T
fishing - peioHas mosis, password - mapoJb).

OCHOBHBIE COBETHI 110 00pKOE ¢ HUIITUHTOM:

1. Cnenau 3a cBOMM akkayHTOM. Eciid Tbl mojo3peBaelib, YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBAaTh €€ M COOOLIUTh aJIMUHHUCTPATOPaM
pecypca 00 3TOM KaK MOKHO CKOpEE;

2. HCHOHB?;Yﬁ Oe3omacHbIe Be6-CaﬁTBI, B TOM YHCJIC, MHTCPHCT-MAIda3MHOB H
ITIOUCKOBBIX CUCTEM,

3. Vcnonb3y#t crnoskHbie U pa3Hble mapoiu. Takum oOpa3oM, eciu Te0si B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY ITPO(HIIIO B CETH,
a HE KO BCEM;

4. Ecnu T1e0s B3710Malii, TO HEOOXOAUMO MPEAyNpelnuTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 1I00aBJIEHBI Y T€OS B IPY3bsX, O TOM, YTO T€OS B3TIOMAIHU U, BO3MOXKHO, OT
TBOEr0 UMEHH OYyJIET pacchlIaThCs CIIaM M CChUIKM Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu Haaexubii napois (PIN) Ha MOOWIBHBIN Tene(OH;
6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBaii (hailyibl ¥ Ipyrye BIOKEHUS B MUChMaX, J1a)Ke €CIM OHU MTPUIILTH OT
TBOUX Jipy3el. Jlydille yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

udposasi penyrauus

[MudpoBas pernyranusi - 370 HEraTUBHAS WM MO3UTHBHAs UH(OpMaIUsi B CETU O
tebe. Kommpometupytromass uHpopmanus, pa3MelieHHass B UHTEPHETE, MOXKET
CepbEe3HbIM 00pa30oM OTpPa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penytarus" - 3T0 TBOW UMUK, KOTOPbIHA GopMupyercs u3 uHPopMauuu o Tede B
UHTEpHETE.



TBoOe MeCTO JXKHMTENbCTBA, y4eObl, TBO€ (PUHAHCOBOE IOJOKEHHUE, OCOOCHHOCTH
XapaKTepa U paccKasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue TmOAPOCTKH JIETKOMBICICHHO OTHOCATCA K IMyOJWKAMA JIMYHOU
uHpopMaiuu B MHTepHETE, HE MOHMMAasT BO3MOXKHBIX MOCieAcTBUN. Thl qaxke He
CMOJKEIIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemieHHas 5 JeT Ha3ald, craia
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

Kommenrtapuu, pasmenieHue TBoux (otorpaduil u apyrue ASWCTBUS MOTYT HE
MCUE3HYTH JIaXKe TOCJIe TOT0, KaK Thl X YJaluIlb. Thl HE 3HACIIIb, KTO COXPAHUII 3Ty
uHOpMaIIMIO, MOMNaia JId OHA B MOMCKOBBIE CHCTEMbI U COXpaHWIACh JIM OHA, a
TJIaBHOE: YTO MOJYyMArOT O Te0e OKpY)Karollue JIOIU, KOTOPbIe HAAYT U YBHUJIAT
3T0. Haiitn uHdoOpMaIuo MHOTO JIeT CIYyCTS CMOET JII000H - Kak M3 J0OpbIX
noOyKJIeHUH, TaK U C HAMEPEHHEM TPUUUHUTH BPEJl. DTO MOXKET OBITh KTO YTOHO.

OCHOBHBIC COBETHI I10 3aI1UTC I.[PId)DOBOﬁ pCIyTalmm:

1. Tloxymaid, mpexae 4eM 4To-TO MyOJIMKOBAThH U IIepeaBaTh y ce0s B 0JIoTe WIK B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uiisi ycTaHOBU OIrpaHUYEHUS Ha IPOCMOTP TBOETO MPOdUIs U
€ro COAEPKUMOTO, CAENAN €ro TONbKO "I Ipy3en’;

3. He pa3memaii u He yka3biBal uH)OpMaIHIO, KOTOpas MOXKET KOro-audo
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE IPABO

CoBpeMeHHBIE MIKOJLHUKHU - aKTUBHBIC MMOJB30BaTEIN U(PPOBOTO MPOCTPAHCTBRA.
Opnako majieko HE BCE 3HAKOT, YTO I10Jb30BaHWE MHOTHMH BO3MOXKHOCTSIMHU
nudpoBoro mupa TpeOyer COOMIOJMCHHMS TIpaB HAa  HMHTCIUICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTENIEKTyalIbHAsi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHbIM TBOPEHUSIM
YeJI0BEUYECKOr0 yMa, HauMHAasi ¢ HOBBIX M300pPETEHMH M 3HAKOB, 0003HAYAIOLIMX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, M 3aKaH4YMBasi KHUTaMmu, Gororpadusimu,
KUHO(QUIbMAaMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMH.

ABTOpCKHE TMpaBa - O3TO IpaBa Ha HWHTEJUIEKTyaJlbHYIO COOCTBEHHOCTh Ha
MPOM3BENICHUSI HAYKHU, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIM/TBOPUECKUN TPyJl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTU 3apaboTarh Ha
pe3ysbTaTax CBOETO TPyHAa, MOJYyYUTh W3BECTHOCTh W mpuzHaHue. Hukrto 06e3
paspenieHusi aBTOpa HE  MOXET  BOCHPOU3BOAUTHL  €r0  IPOU3BEICHHUE,
pacnpocTpaHsiTh, NyOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJHATH, MOKA3BIBATH/UCIIONHITL B d(Upe WU
pasMmewars B IHTEepHETE.



Hcnonp3oBanue "MUpPaTCKOTO" MPOTPaMMHOIO OOECTIEYEHHUs] MOKET MPHUBECTH K
MHOTUM pPHUCKaM: OT IOTEPH JaHHBIX K TBOMM aKKayHTaM JI0 OJOKMPOBKU TBOETO
yCTPOMCTBa, TJI€ yCTAHOBJIEHA HesleranbHas nporpamma. He crout Takxke 3a0bIBaTh,
4TO CYLIECTBYIOT JIETaJIbHbIE U OECIUIaTHBIE MPOTrPaMMbl, KOTOPbIE MOXKHO HAWUTH B
CETH.

O nopraJe

CereBnYOK.p() - TBOH TJIaBHBIM COBETYMK B CETU. 3]1€Ch Thl MOXEIIb Y3HATh O
0€30MaCHOCTH B CETH IMOHSATHBIM U JOCTYIIHBIM SI3bIKOM, @ NPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallud OOpaTUTHCS 3a COBETOM. A TaKkKe MPUHATH y4acTue B
KOHKYpCaXx M CTaTh CaMbIM [IU(POBBIM I'PakIaHUHOM !



